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DETAILED ACTION 

CLAIMS PRESENTED 

Claims 1-20 are presented. 

CLAIM REJECTIONS 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 2, 4 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 
As per claim 2: 

The claim recites the limitation, "each of which is encrypted separately" on line 4. It is unclear to 
examiner what "each of which" is intended to be applied to. As the claim currently stands, it could be 
interpreted that applicant intends to claim that each of the plurality of first keys are encrypted. It can also 
be interpreted that applicant intends to claim that each of the plurality of content data is encrypted. Or it 
may be interpreted that both pluralities of first keys and content data are encrypted. Further, the claim 
also recites the limitation "separately" on line 4. It is unclear to examiner whether this means that the first 
key and the content data are encrypted separately or whether it means each individual first key and/or 
content data are encrypted separately. As such, the claim is rendered vague and indefinite. For 
purposes of examination, examiner interprets that the claim is intended to mean that each first key and 
each content data are encrypted separately. Appropriate correction is required. 
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As per claim 4: 

The claim recites the limitation "identical" on line 5. It is unclear to examiner what applicant intends to 
mean by claiming that both recording mediums are identical. It could be interpreted that both recording 
mediums are identical in size or type. Or they can be identical in that they both contain the same content. 
For purposes of examination, examiner is interpreting that the claim means to say that both recording 
mediums are identical in that they both have keys recorded therein. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-10, 13-15, and 18-19 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Ishibashi et al., US PGP No. 20050005148, hereinafter reference 

1, and further in view of Ishibashi et al., US PGP No. 20070030974, hereinafter 

reference 2. 

As per claims 1, 14, 18: 

Reference 1 teaches: 

A content management method, comprising: 

encrypting content data by a first key; 

[see 1\0058] "contents data encrypted by contents key Kc" 
encrypting the first key by predetermined plural types of second keys; 

[see ^0058] "contents key Kc encrypted by the distribution key Kd" 
multiply encrypting the encrypted first key by a third key; 
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[see H0064 "re-encrypts the contents key Kc by the save key Ks" 
encrypting the third key by a predetermined fourth key; 

[see H0O65/ the key management center 30 may send these data after encrypting them using the 
session key established by mutual authentication] 

Reference 1 does not explicitly teach: 

recording in a recording medium content data encrypted by the first key, the first key encrypted by the 
predetermined plural types of second keys, and the first key obtained by multiply encrypting the encrypted 
first key by the second and third keys, and recording the third key encrypted by the fourth key in a 
security region of the recording medium . 
Reference 2 teaches: 

see wherein reference 2 teaches of a "tamper resistant memory". It would have been obvious at 
the time of the invention to one of ordinary skill in the art to which the subject matter pertains to modify 
the invention taught by reference 1 to record the encryption keys in a security region of the recording 
medium as disclosed by reference 2 as a "tamper resistant memory. One would be motivated to do this 
so that the data stored in the tamper resistant memory cannot be easily read out by a third party. 

As per claim 2: 

A content management method according to claim 1, wherein the first key is provided in plurality, the 
content data is provided in plurality, each of which is encrypted separately, and the encrypted first key is 
generated in plurality. 

[see reference 1, ^0066] 

As per claim 3: 

A content management method according to claim 1 , wherein the third key is provided in plurality 
according to the number of the plurality of first keys provided according to the number of the plurality of 
content data, and the plurality of encrypted first keys are recorded to be multiply encrypted individually by 
a plurality of third keys. 

[see reference 1, ^0108] 
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As per claim 4: 

A content management method according to claim 1, wherein a recording medium having recorded 
therein the encrypted content data, the first key encrypted by the second key, and the first key multiply 
encoded by the second and third keys is identical to a recording medium in which there exists a security 
region in which the third key encrypted by the fourth key is recorded. 
[see reference 1, fig. 3 element 100] 

As per claim 5: 

A content management method according to claim 1, wherein one of the second keys is specific 
information of the recording medium. 

[see reference 1, fig. 3, distribution key Kd] 

As per claim 6: 

A content management method according to claim 1, wherein the content management method is 
implemented in a recording apparatus having an encoder module and a drive communicated therewith via 
an authentication process, and the third key is a key generated only in the drive. 
[see reference 1, ^0065-0066] 

As per claim 7: 

A content management method according to claim 1 , wherein the first key encrypted by the second key 

and the first key multiply encoded by the second and third keys are recorded in a different recording area 

of the recording medium. 

[see rejection of claim 1, wherein the different recording area of the recording medium is taught 
by reference 2, "tamper resistant memory".] 

As per claim 8: 

A content management method according to claim 1 , wherein, in the case where content data is moved 
from the first recording medium to a second recording medium, the content data is re-encrypted after 



Application/Control Number: 1 0/722,487 Page 6 

Art Unit: 2136 

being decrypted, the encrypted content data and only the encryption key for controlling movement of 

content are recorded in the second recording medium, and an encryption key for control movement of 

contents recorded in the first recording medium is deleted. 

[see reference 1, ^0099, wherein the distribution key is saved to the storage module, and is 
updated every predetermined period and change from time to time in view of its safety.] 

As per claim 9: 

A content management method according to claim 8, wherein, in the case where content data is moved to 
a third recording medium from the second recording medium having recorded therein only the encryption 
key for controlling movement of contents, the content data is re-encrypted after being decrypted, the 
encrypted content data and the encryption key for controlling movement of contents are recorded in the 
third recording medium, and the encryption key for controlling movement of contents of the second 
recording medium is deleted, thereby carrying out processing for moving contents between the recording 
mediums. 

[see H0099 and yf)101] 

As per claim 10: 

A content management method according to claim 1 , further comprising: 
generating key source data by a specific random number generator; 
[see reference 1, ^0075] 

multiplying a specific function based on information for specifying the plurality of content data to generate 
a plurality of third keys; 

[see rejection of claim 3] 

recording the plurality of third keys as the multiply encrypted key of a plurality of encrypted first keys, with 
a plurality of encrypted content data and a multiply encrypted first key in a recording medium; and 

[see rejection of claim 2] 

encrypting the key source data generated by the random number generator by means of a predetermined 
encryption key, and then, recording the encrypted data in a security region of the recording medium. 
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[see reference 1, ^0075, and reference 2, "tamper resistant memory"] 
As per claim 13: 

A content management method according to claim 1, further comprising: 

in a reproduction process of the first recording medium and a second recording medium having recorded 
therein a security region the encrypted content data, the first key multiply encoded by the second and 
third keys, and the third key encrypted by the fourth key, 
[see reference 1, 1\0064] 

in the first recording medium, reading out the first key encrypted by the second key, decrypting the first 
key encrypted by predetermined plural types of second keys, reading out the encrypted content data, and 
decrypting content data by the decrypted first key, thereby carrying out reproduction, and 
[see reference 1, ^0064] 

in the second recording medium, reading out the third key encrypted from the security region, decrypting 
the third key encrypted by predetermined plural types of fourth keys, reading out the second key multiply 
encoded by the second and third keys to detect the first key decrypted by the third key and encrypted by 
the second key, decrypting the first key encrypted by the predetermined plural types of second keys, and 
decrypting the encrypted content data by the decrypted first key, thereby carrying out reproduction. 
[see reference 1, yp066] 

As per claim 15: 

A recording apparatus according to claim 14, further comprising: processing portions which, in the case 
where content data is moved from the first recording medium to a second recording medium, encrypts the 
content data after being decrypted, records only an encrypted content data and an encryption key for 
controlling movement of contents in the second recording medium, and deletes the encryption key for 
controlling movement of contents recorded in the first recording medium, and; in the case where content 
data is moved to a third recording medium from a recording medium having recorded therein only the 
encryption key for controlling movement of contents as in the second recording medium, re-encrypts 
content data after being decrypted, recording the encrypted content data and the encryption key for 
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controlling movement of contents in the third recording medium, and deletes the encryption key for 
controlling movement of contents of the second recording medium which is a source medium, thereby 
carrying out processing for moving content data between the recording mediums. 
[see rejections of claims 8 and 9] 

As per claim 19: 

A recording medium according to claim 18, further comprising, second and third recording mediums 
which is different from the first recording medium and have recorded therein the content data encrypted 
by the first key and the encryption key for controlling movement of contents obtained by multiply 
encrypting the first key. 

[see reference 1, fig. 5, element 10, 170, and 180] 

Claims 11-12, 16-17, and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over reference 1 and reference 2 as applied to claim 1 above, and 
further in view of Boneh et al., US Patent No. 6,134,660, hereinafter Boneh. 
As per claims 11, 16, 17, 20: 

A content management method according to claim 1, further comprising: in the case where the first key 
encrypted by the second key and the first key multiply encoded by the second and third keys each are 
recorded as independent file data in an independent recording area, providing an encrypted encryption 
key file having identification information indicating whether file key data is the first key encrypted by the 
second key or the first key multiply encoded by the second and third keys at the beginning of the key file 
of the storage area or at a predetermined position and identification information indicating whether a 
respective counterpart key file exists or not. 

Reference 1 and reference 2 have been discussed above. Neither said references explicitly teach 
of an encrypted key file. 
Boneh teaches: 
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[see col. 3, wherein Boneh teaches an encrypted key file. It would have been obvious at 
the time of the invention to one of ordinary skill in the art to which the subject matter pertains to 
modify the teachings of references 1 and 2 to include the usage of an encrypted key file. One 
would be motivated to do this in order to backup and store records of key usage in order to 
protect against accidental file erasure or system crashes. 

As per claim 12: 

A content management method according to claim 11, wherein the encrypted encryption key file is 
multiply written a plurality of times. 
[see Boneh, ^3] 

CONCLUSION 

The art made of record and not relied upon is considered pertinent to applicants disclosure. 

POINTS OF CONTACT 

Any response to this Office Action should be faxed to (571) 273-8300 or mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulaney Street 
Alexandria, VA 22314 

*. Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Daniel L. Hoang whose telephone number is 571-270-1019. The examiner can normally 
be reached on Monday - Thursday, 8:00 a.m. - 5:00 p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Nasser Moazzami can be reached on 571-272-4195. The fax phone number for the organization where 
this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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